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What is DBAN?

● DBAN short for Darik’s Boot and Nuke
● Developed by Darik Horn
● Live bootable Linux distribution for 

erasing magnetic media 
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Where to get DBAN

● It can be downloaded for free at 
dban.org

http://dban.org/
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What can DBAN do?

● Erase magnetic media:  Hard drives, 
floppy drives.

● Contains multiple options for erasing:
● PRNG (pseudo random number 

generator)
● Wipe method
● Verifying wipe
● Number of rounds
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Autonuke

● Typing in “autonuke” at the DBAN 
home screen starts a automatic wipe 
using default settings of all the 
connected drives.

● These settings are “DOD 5220.22M 
short wipe” of three passes, and of 
the last of three passes it verifies the 
wipe.  
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PRNG

● PRNG is short for pseudo random 
number generator.

● The PRNG is used for generating 
random data to write to the disk.

● The two PRNG’s in DBAN are:
● Mersenne Twister
● ISAAC
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PRNG

● Neither of the PRNG’s found in DBAN 
are cryptographically secure.

● However since the purpose of the 
PRNG’s in DBAN is to just generate 
random data they serve the purpose 
just fine, since DBAN isn’t encrypting 
anything.
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Wipe Method

● Quick Erase: Fills the drive with zeros.
● RCMP TSSIT OPS-II:  The Royal Canadian Mounted 

Police spec for erase data.  Overwrite the data 
with zeroes, ones, zeroes, ones, zeroes, ones, and 
random data, and verify the final write.

● DoD Short:  Short Department of Defense spec.  
Overwrite the data with a value, then with the 
inverse of that value, then with a random value, 
verifying the write after each step. The first two 
wipes theoretically pull the magnetic field fully 
one direction, then fully the other, eliminating 
any residue of the original value.
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Wipe Method

● DOD 5220.22-M: A 7 pass version of 
the DoD Short.

● Gutmann 35-pass:  Does a 35 passes 
of writing zeros.

● PRNG Stream: Does a pass using the 
PRNG.  It is just as fast a the Quick 
Erase, and is more secure.
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Verify

● The Verify screen gives you options on 
how you want to verify the wipe 
process.

● You can have it set to verify the last 
pass, every pass, or set it to not verify 
at all.

● Verifying does increase the amount of 
time it takes to wipe a disk.
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Rounds

● The rounds screen is for setting how 
many times you want DBAN to run 
through a wipe session using the 
settings you have selected. 
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What can’t DBAN do?

● Erase flash media.  This is due to the 
way flash storage controllers work.  In 
an attempt to extend drive life, flash 
media controllers will use something 
called wear leveling to evenly spread 
out the writes.

● Erase spare sectors.  Spare sectors is 
extra space not seen by the user to be 
swapped out for in case of a bad 
sector.
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What can’t DBAN do?

● Flash media should be erased using 
the manufactures provided software.  
Most flash media manufactures will 
provide free software which can 
securely erase it.
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Why erase hard drives?

● A study by a computer security firm 
found that 40% of hard drives for sale 
on eBay still contained sensitive info.

● The info contained personal financial 
info, business finances, photos, and 
emails.

● https://www.computerworld.com/
article/2530795/survey--40--of-hard-
drives-bought-on-ebay-hold-personal--
corporate-data.html
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DBAN Boot Screen
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DBAN Home Screen
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DBAN PRNG Screen
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DBAN Method Screen
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DBAN Verify Screen
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DBAN Rounds Screen 
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Questions?


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21

